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Security Setting Minimal Normal Locked Down
Password Pattern 3.32ANP 3.32ANP 8.32ANP
Inactive Limit 0 90 days 90 days
Enable SYSTEM User Yes Yes No

Roles assigned to %Al None None
UnknownUser
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Service Property Minimal Normal Locked Down
Use Permission is Public ~ Yes Yes No

Requires Authentication No Yes Yes

Enabled Services Most Some Fewest
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Service Minimal Normal Locked Down
%ServiceBindings Enabled Enabled Disabled
*0pServiceCSP Enabled Enabled Enabled
%ServiceCacheDirect Enabled Disabled Disabled
%ServiceCallln Enabled Disabled Disabled
%ServiceComPort Disabled Disabled Disabled
%ServiceConsole Enabled Enabled Enabled
%ServiceECP Disabled Disabled Disabled
%ServiceMSMActivate Disabled Disabled Disabled
%ServiceMonitor Disabled Disabled Disabled
%ServiceShadow Disabled Disabled Disabled
%ServiceTelnet Disabled Disabled Disabled
%ServiceTerminal Enabled Enabled Enabled
%ServiceWebLink Disabled Disabled Disabled
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e Admin,
¢ CSPSystem,
* |AM,

* SuperUser,

* UnknownUser,
* Ensemble,

e SYSTEM.
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%%serviceweb gateway
%serviceconsole
%servicelogin
%serviceterminal
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* /csp/ensdemo

* /csp/samples

* /cspluser

¢ /isc/studio/usertemplates
¢ /csp/docbook

¢ /csp/documatic

* Jisc/studio/rules

¢ /isc/studio/templates
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e 000000 "8.32 ANP"
Qoo OO0OOOO
e 0000000000000000

0000 GitHubO O LockDown.clsO OO OOOOOLockbownd OO OO ODOOOOCODOODOO

USER>zn “ %8YS”
¥8YS>do $system OBJ. Load("/ hore/irisusr/LockDown. cl s", "ck")
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USER>zn “ %B8YS’
%8YS> zpm “install isc-apptool s-1 ockdown”
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OO0000O00O0OIRIS Studiod Atelierd VSCodeDl 0000 DOOO0OODOOOOO%ServiceBindingsD 0 00O 0O
Obindings0 00O O0O01000000000O0COCO

do ##class(App.Security.LockDown).Apply("New Password 123",.msg,1)
000o0o0o0oooo0o0oDooooDooo0oDoo00ooo0oooo0oooog0oooogoooog
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do ##class(App.Security.LockDown).Change Password("New Password 123",
"Admin,CSPSystem,|IAM,SuperUser,Unknown User, Ensemble,SYSTEM")
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set t SC= ##cl ass(App. Security. LockDown). Creat eUser (pUser nane, "%B " Nanespace, pPass
word, "ZMP registry user", Nanespace)

If $3$$I SERR(tSC) quit tSC

wite !, "Create user "_pUsernane
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set t SC=##cl ass(App. Security. LockDown).addSQLPrivil ege( Nanespace, "1, ZPM Package", "s
", "UnknownUser")

set t SC=##cl ass(App. Security. LockDown).addSQ.Privil ege( Nanespace, "1, ZPM Package", "s
", pUsernane)

set t SC=##cl ass(App. Security. LockDown). addSQ.Pri vi | ege( Namespace, "1, ZPM Package_depe
ndenci es", "s", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQ.Privil ege(Nanespace, "1,ZPM Anal ytics. Ev
ent", "s", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQLPri vil ege( Namespace, "9, ZPM Package Exte
nt", "e", pUsernane)

set t SC=##cl ass(App. Security. LockDown).addSQLPri vil ege( Nanespace, "9, ZPM Anal ytics. Ev
ent _Extent", "e", pUsernane)

If $$3I SERR(tSC) quit tSC

wite !,"Add privileges "

0 O LockDown O O

set t SC= ##cl ass(App. Security. LockDown) . Appl y( NewPassSys)
I f $$$I SERR(tSC) quit tSC
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Change the settings for the web app so that an unknown user can log in:
set prop("Aut heEnabl ed") =96

set t SC=##cl ass(Security. Applications).Mdify("/registry",.prop)

If $$3I SERR(tSC) quit tSC

wite !, "Mdify /registry "

Change the settings for the %ervice term nal service, changing the authorization net
hod to Operating System Password:

set nane="%ervice_term nal"

set prop("Enabl ed") =1

set prop("Aut heEnabl ed")=48 ; Operating System Password

set t SC=##cl ass(Security. Services). Mdify(nane, . prop)

If $$3I SERR(tSC) quit tSC

wite !, "Mdify service termnal"

HEN
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