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O 0O Apached O 0O O

O0Apache0 OO 00O apacheD OO OOOOOOO

[root @entos7 ~]# httpd -v
Server version: Apache/2.4.6 (CentQS)
Server built: Apr 24 2019 13:45:48
[root @entos7 ~]# systenttl status httpd
? httpd.service - The Apache HTTP Server
Loaded: |oaded (/usr/lib/systend/systenm httpd.service; enabled; vendor preset: disa
bl ed)
Active: active (running) since Mon 2020-06-15 16:46: 36 CST; 5m n ago
Docs: man: htt pd(8)
man: apachect | ( 8)
Main PI D 6506 (httpd)
Status: "Total requests: 0; Current requests/sec: 0; Current traffic: 0 B/sec”
Tasks: 272
Menory: 31.3M
CG oup: /systemslice/httpd. service
??6506 /usr/shbin/httpd - DFOREGROUND
??6592 /usr/shbin/httpd - DFOREGROUND
??6607 /usr/shin/httpd - DFOREGROUND
??6608 /usr/sbin/httpd - DFOREGROUND
??6609 /usr/sbin/httpd - DFOREGROUND
??6610 /usr/sbin/httpd - DFOREGROUND
??6611 /usr/sbin/httpd - DFOREGROUND
??6612 /usr/sbin/httpd - DFOREGROUND
??6613 /usr/sbin/httpd - DFOREGROUND
??6622 /usr/sbin/httpd - DFOREGROUND
??6623 /usr/sbin/httpd - DFOREGROUND
??6633 /usr/shbin/httpd - DFOREGROUND

Jun 15 16:46: 36 centos7 systend[1l]: Starting The Apache HTTP Server...

Jun 15 16:46: 36 centos7 systend[1l]: Started The Apache HTTP Server.
[root @entos7 ~]#

0 O httpd.confd O O 0 O CentOS70 O O O O /etc/httpd/confd O OlinuxD O OO OOO0OOO
oo00oO0oOoDbOoboOo find00 OO,

[root @entos7 ~]# || /etc/httpd/conf

total 56

-rwr--r-- 1 root root 890 Jun 26 2019 heal t hshare. conf
-rwr--r-- 1 root root 0 Jun 26 2019 heal t hshare. conf_save
-rwr--r-- 1 root root 11786 Jun 30 2019 htt pd. conf

-rwr--r-- 1 root root 11753 Jun 26 2019 httpd. conf. bak
-rwr--r-- 1 root root 11746 Jun 30 2019 httpd.conf2

Page 1 of 10


https://cn.community.intersystems.com/user/hao-ma

WebGateway( [1 (2): 00 O Apachel O IRIS
Published on InterSystems Developer Community (https://community.intersystems.com)

-rwr--r-- 1 root root 13077 Apr 24 2019 magic
[root @entos7 ~]|#

OCachéD D OOODODOOOODApacheDl DD OO00ODOOO0OODOApacheDl 0D O0ODOODO
gooi1z2zo0100000000D0O0DODO0ODO0ODODOODOODOOO

picture testing123

O 0O SELinuxd O

0 0 0 O SELinuxO O O disabled

[root @entos7 ~]# getenforce
Di sabl ed

OO0OdisabledD O O0O0O0O0O0OOO0OOOOO0 O0ODOOOODOOOOODOOOODOOOO

[root @entos7 ~]# cat /etc/selinux/config
# This file controls the state of SELinux on the system
# SELI NUX= can take one of these three val ues:

# enforcing - SELinux security policy is enforced.
# perm ssive - SELinux prints warnings instead of enforcing.
# di sabl ed - No SELinux policy is |oaded.

SELI NUX=di sabl ed

# SELI NUXTYPE= can take one of three two val ues:

# targeted - Targeted processes are protected,
# m ni mum - Mdification of targeted policy. Only sel ected processes are protecte
d.

# ms - Milti Level Security protection

SELI NUXTYPE=t ar get ed

[root @entos7 ~|#

goobogd

O0apacheD O OOOODOOOOODOSOOUOO@OODOOD ODODOODOWeb Serverd SSLODO)

[root @entos7 ~]# systenttl status firewalld
? firewalld.service - firewalld - dynanic firewall daenon
Loaded: | oaded (/usr/lib/systend/systenifirewalld.service; disabled; vendor preset:
enabl ed)
Active: active (running) since Mn 2020-06-15 17:24:15 CST; 2s ago
Docs: man:firewal I d(1)
Main PID: 27433 (firewall d)
Tasks: 2
Menory: 25.1M
CG oup: /systemslice/firewalld. service
??27433 [usr/bin/python -Es /usr/sbin/firewalld --nofork --nopid

Jun 15 17:24:15 centos7 systend[1]: Starting firewalld - dynanmic firewall daenon..
Jun 15 17:24:15 centos7 systend[1]: Started firewalld - dynamic firewall daenon
[root @entos7 ~]# firewall-cnd --state
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runni ng
[root @entos7 ~]# firewall-cnd --zone=public --list-ports

[root @entos7 ~]# firewall-cnd --zone=public --add-port=80/tcp --permanent
Success

[root @entos7 ~]# firewall-cnd --rel oad

success

[root @entos7 ~]# firewall-cnd --zone=public --list-ports

80/tcp

[root @entos7 ~]

O0CachéeO OO OOOOOO, Web gatewayll Cachéd 0 0 00 O O Cachél superserverd 0 0 0O 0 19720 O
OOCachéOOOOODOOODOODODOODODOODODODO

[0 Apacheld [

0 O apache O O O O O Prefork,
0000000000000 oooo0ooOO0*workerD0OCcatD 0O O0OOO0OODOOOO

[root @entos7 ~]# apachectl -V | grep MPM

Server NMPM pr ef or k

[root @entos7 ~]# vim/etc/httpd/ conf. nmodul es. d/

[root @entos7 ~]# cat /etc/httpd/ conf. nodul es. d/ 00- npm conf

# Sel ect the MPM nodul e whi ch shoul d be used by unconmmenting exactly
# one of the followi ng LoadModul e |i nes:

# prefork MPM | nplenents a non-threaded, pre-forking web server
# See: http://httpd. apache. org/ docs/ 2. 4/ nod/ pr ef or k. ht i
#LoadModul e nmpm pref ork_nodul e nodul es/ nod_npm prefork. so

# worker MPM Ml ti-Processing Mdule inplenenting a hybrid
# multi-threaded multi-process web server

# See: http://httpd. apache. org/ docs/ 2. 4/ nod/ wor ker . ht m

#

LoadModul e npm wor ker _nodul e nodul es/ nod_npm wor ker . so

# Worker MPM paraneters
ServerLinmt 40

Start Servers 10
MaxRequest Wr ker s 1000
M nSpar eThr eads 75
MaxSpar eThr eads 250
ThreadsPer Chi I d 25

# event MPM A variant of the worker MPMwith the goal of consuning
# threads only for connections with active processing

# See: http://httpd. apache. org/ docs/ 2. 4/ nod/ event . ht ni

#

#LoadModul e npm event _nodul e nodul es/ nod_npm event. so

[root @entos7 ~]# systenttl restart httpd
[root @entos7 ~]# apachectl -V | grep MPM
Server MPM wor ker

[root @entos7 ~]|#
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[ O Web Gateway

OO0 O0IRISO OHealthConnectD OO OO DOOO0OODOOOOOODOcsp/webgatewayD OO0 OOOOO0DOODO
00000000000 Web/CSP gatewayll 0O OO0 OO OO Apach Server O Caché/IRIS
ServerD OO OOOO0OOOOO

O0O000OD0DOWebGateway 2020.10 0000000
1.
00000o00oO0ooooooo
[root@centos7 ~]# tar -xzf WebGateway-2020.1.0.197.0-Inxrhx64.tar.gz
2

0 O touchO O O /etc/httpd/conf.dd0 O O O O 0 O O O O isc.conf

Apacen0 0000 OO OO O O /ete/httpd/conf/httpd.confl]

0000000000000 Iincluded O /etc/httpd/conf.dd O *.confO O O

00000000000 Oconf0DO0OOconfd0O00C0OO0O0OOOOOODOO
O0.confOOO0O0ODOO0OOODOIsccconf0O0O0DOOO0OO0OOOOWebGatewayDOODOGOOOO)d

[root @entos7 httpd]# touch /etc/httpd/conf.d/isc.conf

0000 O /optiwebgateway/bin O D OO CSP.ini0 0000 OOOOONO

OO00oooobOooOoOdbinstalCODO ODOODODOO

[root@centos7 ~J# cd WebGateway-2020.1.0.197.0-Inxrhx64/
[root@centos7 WebGateway-2020.1.0.197.0-Inxrhx64]# Is

install Inxrhx64

[root@centos7 WebGateway-2020.1.0.197.0-Inxrhx64]# cd install/
[root@centos? installj# ./GatewaylInstall

Starting Web Gateway installation procedure.

Please select WebServer type. Choose "None" if you want to configure

your WebServer manually.

1) Apache

2) None

WebServer type? [2] 1

Please enter location of Apache configuration file [/etc/httpd/conf/httpd.conf]: /etc/httpd/conf.d/isc.conf

Enter user name used by Apache server to run its worker processes :

Please enter location of Apache executable file </usr/shin/httpd>:
Apache version 2.4 is detected.

Please enter destination directory for Web Gateway files [/opt/webgateway]:
Do you want to create directory /opt/webgateway [Y]:
Please enter hostname of your InterSystems IRIS server [localhost]: HCDEMO

Please enter superserver port number for your InterSystems IRIS server [51773]:
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Please enter InterSystems IRIS configuration name [IRIS]: HCDEMO O O O 0O O configuration name
O00csp.iniD0D0000O0ODOOOOODOODOOOOODOODOOODOODOhostnamed

Please enter directory for static CSP content [/opt/webgateway/hcdemo]:

Do you want to create directory /opt/webgateway/hcdemo [Y]:

Installing InterSystems IRIS Web Gateway for Apache:

Apache configuration file: /etc/httpd/conf.d/isc.conf
InterSystems IRIS configuration name: HCDEMO
InterSystems IRIS server address: HCDEMO
InterSystems IRIS server port number: 51773

Web Gateway installation directory: /opt/webgateway

Do you want to continue and perform the installation [Y]:

Updati ng Apache configuration file ...
- /etc/httpd/conf.d/isc.conf

* You need to restart your Apache server before any
configuration changes will take effect.

Web Gateway configuration completed!
[root@centos? install]#

ooooo

-00000000000Q0dCsSPGateway O

-O0iscconf0 00000000 DOOOOODOOO

-00CSP Gatewayd 0O 0O OO0 http://WebServer:80/csp/bin/Systems/Module.cxw

O0000OApache0 0000000 D0OODOOODOOODOOODODOOODOOOCSP Gatewayl 00O 0O0O0O"“You
are not authorized to use this facilty’D OO O OOCSP GatewayOD O 0D OO0 000000 DOODOOODOOOOOO
00000WPOOD0OD000D00000000CSP.NDO0OO0O[SYSTEM]ODOODODOODODO
"SystemManager=172.16.58.100",00 O "System

Manger=172.16. ."0 00 00O 0O O O "SystemManager= ...
'"N0000000000D000D000ogcCsP.nid0d00ODODOO0 O /optiwebgateway/bin
0000000000000 0000 00000 SystemManager O CSP.ini0 O O

[root @entos7 bin]# cat /opt/webgat eway/bin/CSP.ini
[ SYSTEM | NDEX]

HCDEMO=Enabl ed

LOCAL=Enabl ed

[ HCDEMO

| p_Addr ess=HCDEMO
TCP_Port=51773

M ni nrum Ser ver _Connecti ons=3
Maxi num Sessi on_Connecti ons=6

[ APP_PATH_| NDEX]
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/ =Enabl ed
/ csp=Enabl ed
/ hcdenp=Enabl ed

[ APP_PATH: /]
Def aul t _Ser ver =HCDEMO
Al ternative_Server_0=1~~~~~~ HCDEMO

[ APP_PATH: / csp]
Def aul t _Ser ver =HCDEMO
Al ternative_Server 0=1~~~~~~ HCDEMO

[ APP_PATH: / hcdenp]
Def aul t _Ser ver =HCDEMO
Alternative_Server 0=l~~~~~~ HCDEMO

[ SYSTEM

SM Ti meout =28800

Server _Response_Ti nmeout =60

No_ Activity_ Ti meout =86400

Queued_Request _Ti neout =60

Configuration_ Initialized=Tue Nov 17 07:58:29 2020
Configuration_Initialized Buil d=2001.1740

System Manager =*, * * *

[ LOCAL]

| p_Address=127.0.0.1

TCP_Port =1972

M ni num_Ser ver _Connecti ons=3
Maxi mum_Sessi on_Connecti ons=6
[ root @entos7 bin]#

00 Web GatewayO OO 0O 0O OO

O0Web GatewayDO OO DO OODOODOOOlogm O
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€ C ©® localhost/csp/bin/Systems/Module.cxw )4 B ® o &

EE 2| FAZE ISC_Admin MyWorkspace MyLearmningCenter 1SC_1 1ISC2 [ IRIS Tech Talks W... ‘@ Getting Started - ... » HitHE

Web Gateway

Management
About Web Gateway Server Access Help
Management Server Name: csp
System Status Service Status: [Enabled ¥
Test Server Connection
View Event Log IP Address: |localhost
View HTTP Trace Superserver TCP Port: 51773

Configuration Configuration |§ erro.r Aware '
Connection Securit These are the security settings that are required by the

Default Parameters Y Gateway for the purpose of accessing this server.

Server Access Connection Security Level: [Password v

Application Access User Name: |cSPSystem

Password: [« Password (Confirm): e
Product: |InterSystems IRIS
Service Principal Name: Generate
Key Table:
SSL/TLS Protocol: &) SSLv2 0 SSLv3 @ TLSv1.0 @ TLSv1.1 @ TLSv1.2
SSL/TLS Key Type: RsSA Y
Require peer certificate verification
SSL/TLS Cipher Suites: ALL!aNULL:1eNULL:EXP:ISSLv2
SSL/TLS Certificate File:

0 O CSP Gatewayl! IRISC O 0,0 O OO OO Apachell O IRISO O 0O O

0 CSP Gatewayl U 0 0 0 0 [ Server Accessl]

Server AccessO 0O OOOCSP GatewayD OO IRISOOOOO0O0OOO0DOODOOODOOODOOODO"Please enter
hostname of your InterSystems IRIS server [localhost]: HCDEMO "0 O O HCDEMO,
000000000004 o server, localhosttl HCDEMO. (localhostd D OO OO0 0O)

U000HCDEMO Serverd O O
-gboobooooi27.0.0.1
-000CachéD 00 0D0OO0OOODOOOCSPSystem, SYS

OONnsOdd+Web Gatewayd Cachée0 0000000000 OO00OOOOODOCaché Serverd 000
OO000sServer, 0000
000000 CachéO OO0 IPOsuperserver0 000 CSPSystemI 00000000 OOO@O)

0 O Caché Serverd 0 O O

00000000 "Test Server Connection”, 0 O O O O O O "Server connection test was successful: ...."O0 0 O O

OOIRISOOOO (ODO)

000 http://WebServer/csp/sys/Utilhome.csp 00 O IRISO O O O System Management

Portall DO DO OODOODOOODODOOOOOO(elemen)DO0D0OOD0OOOOOODOODODOOADOIsc.confd CSP
Gateway[l 0 0 0 0 O "CSPFileTypescspclszencexw'0 0D 00400000 0 00O O CSP Gateway,
OdO00O0OSstaticfileDOOOOO.js,.css,.png0 00000000 OO00OO0OCSP Gateway.
0000000000 0000000000000000OWebODOODOIRISOCODOODOODODONO,
0000RISOODOD0O0O0OPWS,OIRISOODO0O527730000
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OO00oOob0oOoOwebOOODOOIRISOOOOOOODO OOODOCSPFileTypes 00O OO OO "CSPFileTypes
*»O0O0UO0OOOOOOOoDbOooorIsSOOoOOoOobDOoOoOdOiscconfOODO

[root @entos7 conf.d]# cat isc.conf
#### BEA N- ApacheCSP- SECTI ON ####
LoadModul e csp_nodul e_sa "/ opt/webgat eway/ bi n/ CSPa24. so"
CSPModul ePat h "/ opt / webgat eway/ bi n/ "
CSPConfi gPat h "/ opt/webgat eway/ bi n/ "
Alias /csp/ "/opt/webgateway/ hcdeno/ csp/"
<Location "/csp/bin/Systens/">

Set Handl er csp-handl er-sa
</ Locati on>
<Location "/csp/bin/RunTi me/">

Set Handl er csp-handl er-sa
</ Locati on>

<Directory "/opt/webgat eway/ hcdemo/ csp" >
CSPFi | eTypes *
Al owOverri de None
Options MiultiViews Foll owSynii nks ExecCd
Require all granted
<FilesMatch "\. (log|ini|pid|exe)$">
Require all denied
</ Fi | eshat ch>
</Directory>
<Directory "/opt/webgateway/bin/">
Al l owOverri de None
Opti ons None
Require all granted
<Fil esvatch "\. (1l og|ini|pid|exe)$">
Require all denied
</ Fi | es\vat ch>
</Directory>
#### END- ApacheCSP- SECTI ON ####
#### BEGQ N- ApacheCSP- SECTI ON- HCDEMO ####
Alias /hcdeno/csp/ "/opt/webgat eway/ hcdeno/ csp/”
#### END- ApacheCSP- SECTI ON- HCDEMO ####
[root @entos7 conf.d]#

O Oisc.conf0 O O 0O OO O apache server
[root@centos7 conf.d]# systemctl restart httpd
[root@centos7 conf.d]#

O 0O IRISO O O O Web Application

IRISO O OO Web Applicationd OO0 OO0 OO OODOIRIS Serverd O O Web ApplicationD OO0 O OO OHTTP,
RESTOURL, O0O00ODOO0O0OOODOODOSOAPOODOODOOOOODOCSPOODOODODOOODODIRIS
Server, 00 OO0

1.00Apachel OO Oisc.conf, 00O O0O0O0OOOCSP Gatewayld 00O 0O OCSP
Gatewayd O OO OHTTP Trace O O O
2. 0000000CSP Gateway, 10000 OIRIS.

guooobogod
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Oiscconf0 OO0 DO O0OOWeb Server0 OO OO0 O0OOODO “/optiwebgateway/bin/'[0 CSP
Gatewayl .so0 0O O OQOQOd
AliasOURLOOOOO,O00YespfO000O00ODO0OOOapache0 000000 0ODO0ODOOODOODO
0000000 O "http://WebServer/csp/sys/Utilhome.csp"0 0 0O O O O O CSP Gateway

Alias /csp/ "/opt/webgateway/ hcdeno/ csp/"
<Directory "/opt/webgat eway/ hcdenmo/ csp" >
CSPFi | eTypes *
Al I owOverri de None
Options MiultiViews Foll owSynli nks ExecCd
Require all granted
<FilesMatch "\. (1l og|ini]|pid|exe)$">
Require all denied
</ Fi | eshat ch>
</ Directory>

000 00O Web Application, 0 0 0 0O O O O "http://WebServer/test/Hello.csp"0 00 0 00 O CSP Gateway,
OO0O0OC0OOOO0DOO0OO0ODODOOMest"0URLO OO CSP Gatewayd O O

Alias /test/ "/opt/webgateway/ hcdeno/csp/"

OO00O0O0O0SsSoOAPO OO OOODOOOOOIRISOWeb
Applicatin0 00000000 O0OOOPWSOOOODOOOODOWeb ApplicatonD 0000000 OO0OO
000000 O00%SecurityWebGatewayd 0 0).00000O

[root @entos7 conf.d]# curl http://172.16.58.100/test/test.webservicel. cl s?soap_net ho
d=wi nt er
<?xm version="1.0" encodi ng="UTF-8" ?>
<SOAP- ENV: Envel ope xnl ns: SOAP- ENV=' ht t p: // schenas. xm soap. or g/ soap/ envel ope/' xm ns: X
si =" http://ww. w3. org/ 2001/ XM_Schena-
i nstance' xmnl ns:s='http://ww.w3. org/ 2001/ XM_Schema' >

<SOAP- ENV: Body><w nt er Response xm ns="http://tenmpuri.org"><wi nterResult>Wnter is C
om ng. ..</w nt er Resul t ></ wi nt er Response></ SOAP- ENV: Body>
</ SCAP- ENV: Envel ope>
[root @entos7 conf.d]#

0000URLDO DO

O 0 “http://172.16.58.100/apiimgmnt/v2/"0 0 D URLO OO OO 0O CSP
GatewayO O OO OOOUOODOOOOODOOOYapiDOO0O0OOCOODOOURLODOODO

<Location "/api/">
Set Handl er csp-handl er-sa
CSP on

</ Locati on>

oooooodo
[root@centos7 ~J# curl -X GET "http://172.16.58.100/api/mgmnt/v2/"

[{"name":"%Api.lAM.v1" "webApplications":"/api/iam","dispatchClass":"%Api.|AM.v1.disp","namespace";"%SYS","s
waggerSpec":"/api/mgmnt/v2/%25SY S/%25Api.lAM.v1"},{"name":"%Api.Mgmnt.v2","webApplications":"/api/mgmnt"
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,"dispatchClass":"%Api.Mgmnt.v2.disp”,"namespace":"%SYS","swaggerSpec":"/api/mgmnt/v2/%25SY S/%25Api.Mg

mnt.v2"},{"name":"PetStore","dispatchClass":"PetStore.disp","namespace":"DEMO","swaggerSpec":"/api/mgmnt/v2/
DEMO/PetStore"}|[root@centos7 ~J#

O0:00000{"msg""0 0 #8754: Unable to use namespace: USER."} O O 403 forbidden,
0 0 O IRISO O Web Application
"lapi/mgmnt'0 0 "%DBUSER"O 0D 00000000 DOODO*"OO0OOMOMON000000ooooan

[root @entos7 conf.d]# curl -i -X GET http://172.16.58. 100/ api /mgmmt/v2/ -u "_system
SYs'

[{"name": " %Api .| AM v1", "webApplications":"/api/iant, "dispatchC ass":"%Api .| AM v1. di sp
", "namespace": "¥8YS", "swagger Spec": "/ api / mgmt/ v2/ 9@5SYS/ ¥25Api . | AM v1"}, {"nane": " Y%Ap
i.Mgmt.v2", "webApplications":"/api/ngmt", "di spatchCl ass": " %\pi . Mgt . v2. di sp", "nane
space": " %B8YS", "swagger Spec": "/ api/ mgmt/ v2/ ¥R25SYS/ ¥@5Api . Mgt . v2"}, {" name": " Pet St ore
","dispatchC ass": "Pet Store. di sp", "namespace": " DEMD', "swagger Spec": "/ api / ngmmt / v2/ DEM
Q Pet Store"}][root @entos7 conf.d]#

CSP Gateway [I "Application Access"

O000000CSP Gatewayl 00O 0O OOIRIS Serverl O O O O IRISO O Web
Applicationd0 0 0 0O 00O O O O "APPlicaiton

Access'I 000000 O0DOOOOOOIRISOOOOOOWebOODO
O000Oisceonf0 000000000 O0DOOODCSP Gatewayl 00O

00000000000 0OURLOOOODOIRISOOOOO CSP Gatewayd HTTP TraceD O O CSP
GatewayOD OO OODOODOO0OOODOOIRIS,DO00OODOODOOODOO" Application Access".

#0 0 #0 O #InterSystems IRIS

ad
URL:
https://cn.community.intersystems.com/post/webgateway%E7%B3%BB%E5%88%972-%E9%85%8D%E 7%BD%A
Eapache%E8%BF%IEWE6%8E%ASIris
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