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HiOO

0000000000 Dockerd OO0ODO OO OApache Web Gatewayd 0 0 O :

* HTTPS protocol.
* TLS\SSL to secure the communication between the Web Gateway and the IRIS instance.

( Network 172.16.238.* ()

R R

HTTPS TLS\SSL | ]

> « > )
== D e —

tls-ssl-webgateway tis-ssl-iris
O0000O0DO000OoDOOobOwebOOODODOOIRISOODO

A

0000000000 GitHub repository.

00O 0O git cloned O :

git clone https://github.com | scal ese/ docker-webgat eway-sanpl e. git
cd docker - webgat eway- sanpl e

Ooon

gooobooboobooboobooboobooobg:

* www-data
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* irisowner
o00000O00oOo0o0 ooDoooooooooooDooOooooDo:
sudo useradd --uid 51773 --user-group irisowner

sudo groupnod --gid 51773 irisowner
sudo useradd —user-group ww dat a

Oooog

goooooboobooooooao:
1. HTTPS web server usage.
2. TLS\SSL encryption on Web Gateway client.
3. TLS\SSL encryption on IRIS Instance.

gbooooooboobooboon.

0000000000 0000000O000000 gen-certificates.sh .

00O OpenSSL subj argumentd 00 O :

ST: State

Location
Organization

U: Organization Unit

1. C: Country code
2.

3. L:

4. O:

5.0
6.

goooogoooo.

# sudo i s needed due chown,

sudo ./gen-certificates. sh

CN: Common name (basically the domain name or the hostname)

chgrp, chnod ...

doodooKOoOODoOOoDoDOoooOoooao .fcertficates/ and ~/webgateway-apache-certificates/ with

certificates:

File
Jcertificates/CAServer.cer
Jcertificates/irisserver.cer

Container
webgateway,iris
iris

Jcertificates/irisserver.key iris
~/webgateway-apache- webgateway
certificates/apachewebgateway.cer
~/webgateway-apache- webgateway
certificates/apachewebgateway.key
Jcertificates/webgatewayclient.cer  webgateway
Jcertificates/webgatewayclient.key = webgateway

gboooboooboobooboobooboobooon

Description

Authority server certificate

Certificate for IRIS instance (used for
mirror and wegateway communication
encryption)

Related private key

Certificate for apache webserver

Related private key
Certificate to encrypt communication

between webgateway and IRIS
Related private key

00000O0bO00bOO0boU0o0O0DO0bo0obO0bOoU0obOODOobObOUOoDODbDOApache 0D OoOO
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Web Gateway I 0 O

goobogoooobo.

CSP.INI

00000 webgateway-config-files 0 0 O CSP.INI O O.
00000oo0,000000runtimed OO,
oo0ooooooooo.

gooobgoobobobooboobooobob:

* IpAddress
¢ TCPPort
¢ SystemManager

0000000 startUpScript.sh . OO00O0O0OO0OOseddDOO0OO.

o0,000000 ssL\TLsOOoooooIrIsgooooO:

SSLCC Certificate File=/opt/webgat eway/ bi n/ webgat eway client. cer
SSLCC Certificate_Key Fil e=/opt/webgateway/ bi n/ webgat eway client. key
SSLCC CA Certificate Fil e=/ opt/webgat eway/ bi n/ CA Server. cer

oo00oooooOoo.0oogooooooooo.
O0000O0Odocker-composeD DO O OOODOOOOO.

000-default.conf

OO00OOApache OOOO.000O0OHTTPSOOOOHTTPOOOOOOHTTPS.
gooobooboooobooog:

SSLCertificateFile /etc/apache2/certificate/apache_webgat eway. cer
SSLCertificateKeyFile /etc/apache2/certificatel/apache_webgat eway. key

IRIS U O

OO0 IRISOO,000000DO0000ODO0OSSL\TLSOWeb Gateway OO OGO O;0000:

1. %SuperServer SSL Config.
2. Enable SSLSuperServer security setting.
3.
Restrict the list of IPs that can use the Web Gateway service.

OOO000,configapiD0OOODOJSONDOOODO.

"Security.SSLConfigs": {
"oSuper Server": {
"CAFile": "/usr/irissys/mgr/CA Server.cer",
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"CertificateFile": "/usr/irissys/mgr/iris_server.cer",
"Nanme": "%Super Server",

"PrivateKeyFile": "/usr/irissys/nmgr/iris_server.key",
"Type": "1",

"VerifyPeer": 3
}
1
"Security. Systen': {
" SSLSuper Server": 1
1
"Security. Services": {
"o%Gervi ce_\WebGat eway": {
"dientSystens": "172.16.238.50;127.0.0.1;172.16.238. 20"

}

gogooboooboo.oggoboboooooobooobo.

tls-ssl-webgateway 0 [J
dockerfile

ARG | MAGEVEEBGTWECoNt ai ners. i ntersyst ens. com i nt er syst ens/ webgat eway: 2021. 1. 0. 215. 0
FROM ${ | MAGEVEEBGTW

ADD webgat eway-config-files /webgateway-config-files

ADD bui | dWebGat eway. sh /

ADD startUpScript.sh /

RUN chnmod +x bui | dWebGat eway. sh startUpScri pt.sh && /buil dWebGat eway. sh

ENTRYPO NT ["/startUpScript.sh"]

000 entry pointD /startWebGateway, 00 00O Owebserver0 D0 O000000.00000 CSP.ini
00000 00,0000000000000000 (P, port, system manager) . startUpScript.sh
0000000000004 entry point 00 /startWebGateway.

goadd

docker-compose [ [

OO00000,00000ddocker-compose.yml O O :

»*SYSTEMMANAGER* O O OO OODOIPOODO Web Gateway Management
https://localhost/csp/bin/Systems/Module.cxw
oooodooooPO0D(@OODOoOOoOoOoOoOoOon).

*RISWEBAPPS* O OO0 CSPOOODO.000O0DOOOO,OO: IRISWEBAPPS=/csp/sys /swagger-
ui. 00,00 /esp/sys O OO .

e 800 4430 0000.0000D0ODLDOODbOO0DbOODDbObObODODbDOODbDOn.

version: '3.6'
services:
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webgat eway:
i mage: tls-ssl-webgat eway
cont ai ner_nane: tls-ssl-webgat eway
net wor ks:
app_net:
i pv4_address: 172.16.238.50
ports:
# change the | ocal port already used on your system
- "80: 80"
- "443: 443"
envi ronnent :
- | RIS_HOST=172. 16. 238. 20
- | RI S_PORT=1972
# Replace by the list of ip address allowed to open the CSP system manager
# https://1ocal host/csp/ bi n/ Syst ems/ Modul e. cxw
# see .env file to set environenent variable.
- "SYSTEM MANAGER=${ LOCAL_| P}"
# the list of web apps
# /csp allow to the webgateway to redirect all request starting by /csp to the
ris instance

# You can specify a list separate by a space : "IR S WEBAPPS=/csp /api /isc /swa
gger-ui "

- "I Rl S_WEBAPPS=/ csp/ sys"

vol umes:

# Mount certificates files.

- ./vol une-
apache/ webgat eway_cl i ent. cer:/opt/webgat eway/ bi n/ webgat eway_cl i ent. cer

- ./vol une-

apache/ webgat eway_cl i ent. key: / opt/ webgat eway/ bi n/ webgat eway_cl i ent . key
- ./vol une- apache/ CA Server. cer:/opt/webgat eway/ bi n/ CA_Server. cer
- ./vol une-
apache/ apache_webgat eway. cer: /et c/ apache2/ certifi cat e/ apache_webgat eway. cer
- ./vol ume-
apache/ apache_webgat eway. key: / et c/ apache2/ certi fi cat e/ apache_webgat eway. key
host nane: webgat eway
command: ["--ssl"]

iris:
i mage: intersystensdc/iris-comunity:| atest
contai ner_nane: tls-ssl-iris
net wor ks:
app_net:
i pv4_address: 172.16.238. 20
vol unes:
- .liris-config-files:/opt/config-files
# Mount certificates files.
- ./volune-iris/CA Server.cer:/usr/irissys/ngr/CA Server.cer
- ./volume-iris/iris_server.cer:/usr/irissys/mgr/iris_server.cer
- ./volume-iris/iris_server.key:/usr/irissys/mgr/iris_server.key
hostnanme: iris
# Load the IRIS configuration file ./iris-config-files/iris-config.json
command: ["-a","sh /opt/config-files/configurelris.sh"]

net wor ks:
app_net:
i pam
driver: default
config:
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- subnet: "172.16.238. 0/ 24"

Build and start:

docker - conpose up -d --build

tls-ssl-iris O tls-ssl-webgateway 0D OO0 OO0 0O 4d.

00 O Web Access

Apache O O O
0000 http://localhost.

00000000 4 https://localhost.
ooo0o0O0O0O00.00000b000000b0bOobOOo0oooOooon.

Web Gateway [1 [0 0 O

0 O https://localhost/csp/bin/Systems/Module.cxw 0 OO0 OO0 O0O00O.

goog

0O O https://localhost/csp/sys/utilhome.csp

O!Web Gateway OO OO OO!

IRIS Mirror O vWeb Gateway

0000000000000 0Do000DooO000DoO000D0oO00O0D O000o0oo0OoooDooOog
O00OWebGatewayD DD OO DOOOO0OOODOOOOO iris-miroring-with-webgateway :

1.00000000C0000OO0O00oOoogoooooo.
2. IPO O O docker-composedJSONO O OO OOOOOODOOOCO ODOOOO'envOOO.
3.00repository OO DOODOOODOODO.

00O repositorydl 0 README.md OO0 O00ODO:

#WebO 00 #0 0 0 0 #InterSystems IRIS

ad
URL:https://cn.community.intersystems.com/post/%E5%9F%BA%E4%BA%8Edocker%E7%9A%84apache-web-

gateway
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