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e 00 Demo -- https://dappsecurity.demo.community.intersystems.com/csp/user/index.csp (SuperUser |
SYS)
e JO00D0O0ODODONO https://www.youtube.com/watch?v=gFRa3njgDcA

goo

Management Portal Web Terminal Main Tasks Data Form Login

User: _SYSTEM
Roles : %All,%DB_USER

Create TestUser

Grant Read/Write Access

Grant All Privileges

Disable WebTerminal
Application

Enable WebTerminal
Application

Disable WebTerminal
Authentication

Enable WebTerminal
Authentication
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00dooOoDO0O0OddoInterSystems
RISROODODO0ODOODOOODO0ODOO0ODOOODOOOO0ODOOODOOODOoOooDOon

gooobooboobobboobooboobooboboobddinterSystems IRISUODOOOOODO0O:

e Kerberos—

ooooooDoooooooo
* QOperating System-Based—

KerberosOOOOOOOOOOOOOOOOOOODOOOOOAOKerberosO O Ticketd O OO

O0oOO0000obO0o0ob0obob0obo0o0ob0o0ob0o0obOoboboOoboOdUInterSystems IRISOOOO

¢ |nstance Authentication—

0000000 InterSystems
RISOCOOOOOOO0OO0O0O0O0OO0OO0OOO0O0OO0O0OO0O0O0O0O0O0O0O00A0
¢ Lightweight Directory Access Protocol (LDAP)—

IRISOOLDAPO O ODOOOOODOOOOODOO

¢ Delegated Authentication—

00000000000 LDAPO InterSystems

gooobdooboooobooboobooboboobooboboboboobOoobooo

O00000O0DO0O00O0DO0ObO0O0O00DObOOOoobjectseript O

&sql (CREATE USER Test User

00 TestUser O demo OO

| DENTI FY BY deno)

[1 [0 Auditing

0o0o00000oogddnfddobjectseript 0000000000

Do $SYSTEM Security. Audit ("%Bystent', "%Becurity", "User Change", "User: Test User

d: denp","Audit Log inserted from Data_ APP_Security")

| Passwor

IRIS Data Platform

!

Server dappsecurity-00020-lel-deployment-5f9d888478-bkzxe

InterSystems-

Management Portal

System > Security Management > View Audit Database

View Audit Database

Event Source
Event Type

B
Event Name

System IDs

PIDs

CSPSystem
1AM
SuperUser
TestUser

Operating System
Password

In=1 fthentinsted

Begin Date/Time
End Daie/Time

Maximum Rows

Reset Values

Page size:| 1000

¥

Time

2021-12-01 11:00:34.473

2021-12-01 11:00:09.179

2021-12-01 11:00:08.177
2021-12-01 10:57:53.798
2021-12-01 10:57:53.787
2021-12-01 10:57:06.113
2021-12-01 10:57-06.113
2021-12-01 10:57-06.108
2021-12-01 10:57-06.092
2021-12-01 10:57-05.091
2021-12-01 10:57:05.091
2021-12-01 10:57-05.091
2021-12-01 10:57-05.091
2021-12-01 10:57.04.425
2021-12-01 10:57:03.247
2021-12-01 10:57:03.245
2021-12-01 10:57.03.219
2021-12-01 10:57-:03.199
2021-12-01 10:57:03.149
2021-12-01 10:57:03.148
2021-12-01 10:57:03.140
2021-12-01 10:57:02.880
2021-12-01 10:57-:02.657
2021-12-01 10°A7 N2 RARR

Results: 347 | Page

Event
Source

%System

%System
%System
%System
%System
%System
%eSystem
%System
%System
%System
%System
%System
%System
%System
%System
%System
%eSystem
%System
%System
%System
%System
%System
%Svstem

Namespace %SYS

111

Event
Type

%Security
%Security
%System
% Security
%eSecurity
%System
% System
%System
% System
%System
%System
% System
%Security
% Security
%eSecurity
%System
% System
%System
% System
%System
%System
%Security
% Security

of 1
Event

AuditReport

UserChange

Start

AuditChange
AuditChange

Stop

0SCommand
ConfigurationChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ApplicationChange
RoleChange
ResourceChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ConfigurationChange
ApplicationChange

AnnlicatinnChanae

User _SYSTEM

PID

565

565
402
402
564
564
564
564
564
564
564
564
400
400
400
400
400
400
400
400
400
400
4nn

Home About Help Contact Logout
Licensed To InterSystems IRIS Community  Instance RIS
Web Session  User Description
VAVWYNX9SX _SYSTEM List Query
DT0s4POKPX  _SYSTEM Create User TestUser
Startup
Auditing started
%System  Auditing stopped
%System  Shutdown
%System  Execute OfS command
%System  Set swilch 22
%System  Sefswitch 19
%System  Set switch 12
%System  Sefswitch 9
%System  Set switch 16
insowner  Create Application fscw
irsowner  Create Role WebTerminal
insowner  Create Resource %WebTerminal
irisowner  Clear switch 10
irisowner  Setswitch 10
insowner  Create section Map.%ALL Global WebTerminal
irisowner  Clear switch 10
irisowner  Set switch 10
irisowner  Create section Map.%ALL Package WebTerminal
irisowner  Create Application /terminalsocket
irispwner  Create Annlication ferminal

Details

Netailz
>
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0000000000 (Auditing Guide)
: https://docs.intersystems.com/irislatest/csp/docbook/DocBook.Ul.Page.cls?KEY=AAUDIT

[1 [0 Authorization

gboooboobooboobooboobooboooboboobooboobobobooboobobobooboo
U

OO0 :000000objectscript0 000 0DO0O0OOOOOOReadWrited O

&sql (CREATE ROLE ReadWite)

0O00:00000SELECT,UPDATE,INSERTO O 0O 0O 0O O scw.Patient 0 0 0 O O O ReadWriteO O O

&sql ( GRANT SELECT, UPDATE, | NSERT ON scw. Patient TO ReadWite)

O00:00000000000TestUserll 000 ReadWriteO O

&sql (GRANT ReadWite To Test User)

0 0/0 0 WebO [

OO0000O00O0D0OCobjectscriptD 00000 OWebOOODO

New $Nanmespace

Set $Nanespace = "¥BYS"

Set App = ##class(Security. Applications). % penld("/termnal")
Set App. Enabl ed=0

Do App. %Gave()

OO0vOOo"moO000O0O0O0U0OoOooOOooooOoOoDO "App.Enabled'dO0O0O0OOCOOO0ODOO1I00OO

O0/00 Web OO

O0D0000D000DOobjectscript0 00 O0D0OO

New $Nanespace

Set $Nanespace = "¥8YS"

Set App = ##cl ass(Security. Applications).%penld("/ternm nal")

Set App. Aut heEnabl ed=0
Do App. %Bave()

OO0vOOo"oO00OO0ODOOo0O0O0ODOOobOOoOoOOoDOO"App.AutheEnabled" 00 000. 00000000

property AutheEnabled as Security. Datatype. Authentication [ Initial Expression = 64 ];

Aut henti cati on and Sessi on nechani sns enabl ed (CSP Only).
Bit 2 = Aut heK5API
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Bi t
Bi t
Bi t
Bi t
Bi t
Bi t
Bi t

g

5 - Aut heCache
6 = Aut heUnaut henti cat ed
11 = Aut heLDAP

13 = Aut heDel egat ed
14 = Logi nToken

20 = TwoFact or SMS
21 = TwoFact or PW

0 O O O https://openexchange.intersystems.com/package/DataAPPSecurity

#OAuth? #0 0 #0000 #0 0O #0 00 O #InterSystems IRIS #InterSystems IRIS for Health

O InterSystems Open Exchange 000000000

g
URL:

https://cn.community.intersystems.com/post/%E4%BB%8Eweb-%E5%BA%94%E 7%94%A8%E7%AB%AF%ET7%9

4%A8%E4%BB%A3%E7%A0%81%ES%AEYIENET7USE%BOoauth2-%E5%92%8C%ES5%IF%BAYE7%A1%80

YESWNAENALANEENAFY%81%E3%80%81%EI%89%BA4%EE%IDY%83%ES%92%8CUESUAEYNAINESWNAEWAL
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